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Strategy

Deployment Models Push

= Control
mSynchronous

A

SSH

mAsynchronous
m Ease of installation

= Security
nSSH keys on server
mUser access/roles

= Scalability
= Simplicity

Control node

Pull

\ 4
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= Configuration Management Language

= Scope
mFull Automation
sManual

= Hybrid
= \Workflow

Chef Server
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Chef Client
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Inventory Management

Project Layout Ansible Way

README . md Simplicity

requirements.txt Readability ANSIBLE

files/scripts/.. configuration files Declarative \

/templates/..

inventory/alpha/inventory/.. alpha
/alpha/inventory/ec2. A—
/algha/gr‘oup_vai‘/s/all%ll .yml ,dUMm'w = ;
/alpha/group_vars/all/.. Lwventory M

/alpha/host _vars/..

/beta/..

/gamma/... —
playbooks/admin/...

/provision/.. separation of

/configuration/.. Concerns

/meta/.. -
ansible.cfg beta gamma

<EROSPIKE
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Inventory Groups

inventory/aws/inventory Dynamic inventory
Reduces human error
WHAT WHERE WHEN Use existing scripts
Roll your own
[db] [east] [staging] ANSIBLE
as[1:10] as[1:5] asl
webl as2
web2 as9 us-east us-west
asleo i ‘ T ‘ T T T T T T T T T T T T T T T T T T
web1l : : | :
weba : == N | [ | Ui = | IE=E| :
I webl web?2 : [ web3 web4 |
| 1 [ | |
[web] [west] [production] | J_—:I — pfpd”Ct'P” e é’ :
. . l [ | I | [ o] | e |
web[1:4] ‘3:{)2 :10] :zi | as[Al:Z] as[3:5] | : as[6:8] as[9:10] |
| | |
webs as5 e S :
as6
as; staging
as
web2
web3 Source:
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https://docs.ansible.com/ansible/latest/user_guide/intro_inventory.html

Provisioning

Bastion Node \
\
\
v v
\/ >
.‘f\‘.
Bastion host Bastion Linux
users host instances
Multi-Factor Authentication
(MFA) Bastion host Linux instances
\_ security group ) \_ security group )
[mn]
& 359201 \k Public subnet Y, \_ Private subnet //

Source: https://aws.amazon.com/blogs/security/how-to-record-ssh-sessions-established-through-a-bastion-host/
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https://aws.amazon.com/blogs/security/how-to-record-ssh-sessions-established-through-a-bastion-host/

- name: Provision Aerospike nodes
hosts:
gather_facts: true
tags: [server]

Provisioning
playbooks/provision/aerospike-aws-server.ymi

localhost

tasks:
- name: Create Aerospike security group

ec2_group:

name: aerospike-server
description: sg for Aerospike server

region: us-east-1
state: present
rules:

- proto: tcp

Security Group:

from_port: 8081

to_port: 8081

cidr_ip: 0.0.0.0/0

- proto: tcp
from_port: 22
to_port: 22

cidr_ip: 0.0.0.0/0

- proto: tcp

from_port: 3000

to_port: 3003

cidr_ip: 0.0.0.0/0

register: sg_aerospike

AEROSPIKE SUMMIT

Description Inbound Outbound
ALwags NWame Edit
taSk,S Type (i) Protocol (i)
Custom TCP Rule TCP
SSH TCP
Custom TCP Rule TCP
Custom TCP Rule  TCP
vertical
reading is
easter
47
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Tags

Port Range (i)

3000 - 3003

22

4333

8081

Source (j)
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

0.0.0.0/0

Workflow
Style Guide
Consistency

- Tagging

- Whitespace

- Naming

- Layout
Version Control
lterate
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Provisioning

laybooks/provision/aerospike-aws-server.ymli : :
P13y P P y Avoid complexity
Focused playbooks
- name: Launch instance D — Slmple ANSIBLE
eca: , Multiple plays
instance_type: t2.micro .
key_name: aerospike@phoenix Do one thmg
image: ami-bc27135e Syntax h|gh||ght|ng /
region: us-east-1 ,
group: aerospike-server,default wative YAML’ SN CRESIE
vpc_subnet_id: subnet-9ef744c5 # us-east-1la
instance_tags:
Name: alpha
wait: yes
assign_public_ip: yes
register: ec2_info «—
- name: Add new instance to host group Vari'abl'e
add_host: hostname={{ item.public_ip }} groupname=nodes substitution
with_items: '{{ec2_info.instances}}’'
- name: Wait for SSH to come up , ,
wait_for: host={{ item.public_ip }} port=22 delay=60 timeout=320 state=started ~vaLuiatLom,stePs

with_items: '{{ec2_info.instances}}’'
4—

SUMMIT ‘19

<EROSPIKE
8 AEROSPIKE SUMMIT ‘19 | Proprietary & Confidential | All rights reserved. © 2019 Aerospike Inc <EROSPIKE _



kubernetes - P Master

Scheduler Controllers
_II >
N
N’
‘ ‘ ‘ API Server

AVA R

Kubelet Kubelet Kubelet

cAdvisor cAdvisor cAdvisor

Kube-Proxy Kube-Proxy Kube-Proxy

Local Persistent

IMIdSOd3I>
IAIdSOd3I>
GMIdSOd3I>

Volumes
Raw Block Volume (K8s >1.10)
Pods
Source:
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https://www.aerospike.com/docs/deploy_guides/kubernetes/index.html
https://gist.github.com/clusc/1ae75f3a260150ec0f9b0a0c8041eb32

Configuration
aerospike-mesh-cluster.yml

- name: Create mesh cluster
hosts: nodes
gather_facts: true .,
become: yes ‘PYL\/LLC@C
become_method: sudo escalatlon
tags: [server]

ANSIBLE

vars:
mesh_file: "{{ mesh_config | default('aerospike-mesh') }}"

tasks:
- name: Stop aerospike server
command: service aerospike stop

- name: Copy Aerospike configuration file
template:
src: "../../files/templates/{{ mesh_file }}.conf.j2"
dest: /etc/aerospike/aerospike.conf
owner: root
group: root
mode: 0644

- name: Start aerospike server
command: service aerospike start

<EROSPIKE
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Configuration

files/templates/aerospike-aws-mesh.conf.j2

network {
service { ..
}
heartbeat { ANSIBLE
mode mesh
address {{ hostvars[inventory_hostname].ansible_default_ipv4.address }}
port 3002
{% for item in groups['nodes'] %}
{% if item != inventory_hostname %}

mesh-seed-address-port {{ hostvars[item].ansible_default_ipv4.address }} 3002
{% endif %}

{% endfor %}

interval 150 Templates
timeout 10 .
} Simple
fabric { Variable Substitution
aorilc 00
port 3001 Conditionals
} Control Structures /
info { lterations
port 3003

} <EROSPIKE
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Configuration
aerospike.pp o
zee erospie comon ( O git puppet

include aerospike
include sudo
include ...

}
node /”as@(1|2|3]|4|5)\.userprofile\.oregon\.example\.com$/ {
include aerospike_common Puppet Master
-
} =
init.pp
file {
“/etc/aerospike”:
ensure => directory,
owner => root, Facts Catalog Reports

group => root,
mode => €@755°;

“/var/log/aerospike”:

ensure => directory, Puppet
owner => aerospike,

group => aerospike, Agents
mode => €@755°;

Illllj

ANIdSOHI >

12 AEROSPIKE SUMMIT ‘19 | Proprietary & Confidential | All rights reserved. © 2019 Aerospike Inc <EROSPIKE

SUMMIT ‘19

<EROSPIKE



13

Plugins
playbooks/admin/filter_plugins/get_instance_info.py

from jinja2.utils import soft_unicode

Plugins included in Ansible

class FilterModule(object): Action Plugins ANSIBLE

def filters(self): Cache Pluglns
return { Callback Plugins

Connection Plugins

'get_names_and_ips': get_names_and_ips,
} .
Inventory Plugins
def get_names_?nd_ips(dict): LOOkUp Plugins
pames and_ips = U Shell Plugins
ip_list=[]
Strategy Plugins /
for key, value in dict['_meta']['hostvars'].items(): .
for k1, vl in value.items(): Vgrs Pluglns
if k1 == "ec2_tag_Purpose" and vl == “Aerospike": Filters
k = value['ec2_tag Name']
v = value['ec2_ip_address']
names_and_ips[k] = v Invocation
ip_list.append(v)

- set_fact:
return names_and_ips names_and_ips: "{{ ec2_cache_stdout | get_names_and_ips() }}"

- debug: msg="{{ names_and_ips }}"

<EROSPIKE
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Scripting
Collectinfo

- name: Collectinfo
hosts: machines
become: yes
become_method: sudo
gather_facts: true
tags: [collectinfo]

tasks:

- name: Run collectinfo

command: asadm -e

Output

"collectinfo"

Practice

Enforce the style (post-commit hook)
Version control

lterate

- Basic playbook and static inventory

- Refactor

- Modularize

Break playbooks into roles
Attempt pre-defined module
Read documentation

ANSIBLE

/ Legind

failed

PLAY [COlleCtin'FO] %k 3k 5k >k >k 5k 3k >k 5k 5k >k ok 5k >k >k 5k Sk >k 5k 5k >k ok 5k Sk >k 5k Sk >k 5k ok >k sk ok Sk >k 5k ok >k ok ok Sk 3k 5k 3k >k 5k 5k >k 5k 5k 3k >k 5k 3k >k 5k 5k >k sk 5k 3k >k 5k 3k >k 5k 5k >k >k 5k 3k >k 5k ok >k ok 5k >k >k 5k 3k %k 5k 5k >k >k 5k >k >k 5k %k %k 5k 5k %k k

TASK [Gather\ing FaCtS] % 3k ok >k 3k 5k 3k >k 5k 5k >k 5k 5k >k >k 5k 3k >k 5k 5k >k ok 5k 3k >k 5k Sk >k 5k 5k sk >k 5k Sk >k 5k ok >k ok 5k Sk >k 5k 3k >k 5k 5k >k 3k 5k 3k >k 5k 5k >k 5k 5k 3k >k 5k 3k >k 5k 5k >k >k 5k 3k >k 5k 5k >k >k 5k >k >k 5k 3k %k 5k 5k %k >k 5k >k %k 5k >k %k k >k %k %k

ok: [asl]

TASK [Run COlleCtin'FO] %k 3k ok >k 3k 5k 3k >k 5k 5k >k 5k 5k >k >k 5k 3k >k 5k 5k >k >k 5k 3k >k 5k 3k >k 5k 5k sk >k 5k Sk %k 5k ok >k ok 5k >k >k 5k 3k >k 5k 5k >k >k 5k 3k >k 5k 5k >k 5k 5k 3k >k 5k 3k >k 5k 5k >k >k 5k 3k >k 5k 5k >k >k 5k >k >k 5k 3k %k 5k 5k %k >k 5k %k %k >k >k %k k >k %k %k

: ok=2
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unreachable=0 failed=0
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Rundeck

RUNDECK &anvis~ Jobs Nodes Commands Activity

© #3 W Restart i anvils/web

4 Pravious At last restart the web servers

1s: dir: SHOME/anvils method: anvils:stop

Summary Report Log Output Definition

Succeeded after 9s at 5:58 pm started at 5:58 pm by you

COMPLETE © FAILED ©
100% 0

v @ wwwi.anvils.com

All Steps OK
> W anvils/web/stop OK
> W anvils/web/start OK
v | www2.anvils.com All Steps OK
¥ W anvis/web/stop OK
¥ W anvils/web/start OK

Activity for this Job

© running O recent Q failed 2 by you

~

Source:
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5:58:45 pm
5:58:48 pm

5:58:47 pm
5:58:49 pm

£ admin~ help®

non > v

® Doleto this Execution

NOT STARTED @

0.00:03
0.00:02
0.00:01
0.00:03
0.00:01
0.00:02

RunDeck
web GUI
\ Web API
Client
jobs HTTP(S)

history - ‘ RDB ___ peC /

policy *

output - FS

w

node execution —>
e,
-

users * User  —JAAS
groups * | directory

Rundeck

_ CLlI tools
Admin Node

external
resources * data HTTP(S)

options - provider

<EROSPIKE
SUMMIT ‘19
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https://docs.rundeck.com/docs/administration/overview/index.html

Upgrades

For each node:
1. Download Aerospike package

2. (Optional) Stop the Aerospike service
# For Debian 9
$ sudo systemctl stop aerospike

3. Upgrade to the latest package

For Debian 9

tar xzf aerospike-server-<EDITION>-<VERSION>-debian9.tgz

cd aerospike-server-<EDITION>-<VERSION>-debian9

sudo dpkg -i aerospike-server-<EDITION>-<VERSION>.debian9.x86 64.deb
sudo dpkg -i aerospike-to00ls-<EDITION>-<VERSION>.debian9.x86 64.deb

4.  Start the Aerospike service
$ sudo systemctl start aerospike

A A H

Verification
As of version 4.3, use cluster-stable info command to determine if cluster is stable.

For versions before 4.3, check:
mmigrate_allowed is true

mmigrate partitions remainingis O
Wait for migrations between nodes to complete before upgrading next node.
asadm -e “info network”

“service ready: soon there will be cake!” in Aerospike log.

<EROSPIKE
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Monitoring

Cluster Integrity HWM Breached  System Swapping Client Connections Average Migrations Remaining

1 0 0 0 2

Cluster Size Connections

IAIdSO¥I>

L

INIdSO¥yI>
GINIdSO¥y3I>

0
16:10 1615 16:20 16:25 16:30 16:10 1615 1620
== ubuntu-fun == ubuntu = Live Nodes

asgraphite.py collectd

== Fabric == Heartbeat = Client

Namespace Metrics

aerospike_discovery.py

ZABBIX

Objects Memory Used Migrate Partitions Remaining

« Total - bar « Receive - bar

= Total - test = Receive- test
= Index - bar «= Transmit - bar
~ Index- test « Transmit- test

Sindex - bar

Sindex - test

Data - bar

Data - test

B8 1.0
1610 1620 16:30 1620 1630

Master Objects Prole Objects Expired Objects
10

Evicted Objects

0.5
0
05
1.0 1.0

0 i
16:10 16:20 16:10 1620 16:30 16:10 1620
= bar = test = bar = test = bar = test

Client Reads Client Writes

Success - bar «= Success - bar

Success - test = Success - test

Error - bar

— Error-bar
Error - test w= Efror - test
[ Not Found - bar Timeout - bar
g rap I te Not Found - test Timeout - test
-1.0 Timeout - bar A
16:10 1620 — 1620

Device Available % Device Free % HWM Breached

ubuntu.test ubuntu.test
ubuntu.bar ubuntu.bar
0% ubuntu-run.test ubuntu-run.test
1620 1610 1620 1630
= bar ubuntu-run.bar ubuntu-run.bar

Source:

<EROSPIKE
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https://grafana.com/dashboards/8074

Q&A?
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